VOTE'DAHO

2024 Idaho General Election

LOCAL CONTACTS

Polling Site:

Elections Judge:

Emergency Response Guide
Other:
@ cCall 9-1-1if Fire/Emergency
Fire © When safe, secure ballots and voting equipment CON-:ACTS
Notify Election Judge & County Clerk
Weather © Evacuate to a safer location; take shelter if necessary y 9 y
© Stay away from power lines, gas lines, and windows Stay in contact with county Emergency Managers
NCItu I"CI| HCIZCI I‘d @ Follow the directions of First Responders When safe, notify the Secretary of State & Election
Power Othge © During power outage, voting may continue if Security Group
adequate lighting and conditions are safe
Call 9-1-1if life-threatening
When safe, secure ballots and voting equipment CONTACTS.
. . Notify Election Judge & County Clerk
ACtive Th reCIt Evacuate to a safer location; take shelter if necessary

Violent Incident

Cybersecurity
Incident

When in doubt, call the
Election Security Group

(208) 947-7898

***% ONLY ON ELECTION DAY x*x*x ITS

STATE CONTACTS
SOS

ICIC

IOEM

If Bomb Threat / Suspicious Object: Keep everyone
away from the object.

If Active Shooter: RUN, HIDE, FIGHT*

*Very high-risk; confront only as a last resort

RED FLAGS
W Suspected tampering with equipment

M Suspicious emails with long hyperlinks and attachments
M Suspicious Phishing emails

M Unexplained or unauthorized activity on election
system software

M Software frequently freezes or crashes

Secretary of State Elections Division (208) 334-2852 CISA

Idaho Criminal Intelligence Center (208) 846-7676

EI-ISAC

Idaho Office of Emergency Management (208) 258-6500 SOC

Office of Idaho Technology Services (208) 605-4000 FBI

Cybersecurity and Infrastructure Security Agency

Security Operations Center

FBI Salt Lake City Field Office

Report to Law Enforcement & ICIC/Fusion Center

When safe, notify the Secretary of State &
Election Security Group

RESPONSE STEPS
Disconnect compromised devices from Internet/WiFi

Change passwords if necessary

Report serious misinformation / disinformation

CONTACTS
Notify the your Election Officials & I.T. Department

Notify the Secretary of State & Election Security Group

FEDERAL CONTACTS

(888) 282-0870

Elections Infrastructure Information and Analysis Center (866) 787-4722

soc@msisac.org

(801) 579-1400

TLP: AMBER


mailto:soc@msisac.org



